NSW Government Cyber
Security Policy (CSP)

ACT NOW!

All NSW State Government
agencies are required to
develop and maintain an ISO
27001 compliant Information
Security Management System
(ISMS), under the requirements
of the State’s CSP. All
agencies must also definitively
and positively attest to the
CSP as part of its Annual
Reporting process.

WHAT YOU SHOULD DO

Agencies or cluster Departments have

until 31 August 2020 to attest to the CSP in
their Annual Report to Cyber Security NSW,
including a maturity assessment against the
ACSC Essential Eight.
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Centium is accredited as an Advanced
Supplier for ICT Services (SCM0020).

centiumm

WWW.CENTIUM.COM.AU


http://www.centium.com.au/

HOW CENTIUM CAN HELP

We have a team of experts in ISMS and cybersecurity specialists who have worked with dozens of
State Government agencies across NSW since 1985. Not only that, we have also assisted numerous
agencies to migrate from the DISP to the CSP in 2019 and to update their ISMSs to meet the new
obligations. We have also mapped across the Essential Eight and have many shortcuts and “lessons
learnt” to share.

June - July 2020 July — August 2020

INDEPENDENT ASSESSMENT 31 AUG 2020 DEADLINE

HOW CENTIUM CAN HELP ATTEST & REPORT

Independent maturity assessment against the NSW
CSP mandatory requirements

Independent maturity assessment against the ACSC “ Attestation by
Essential 8 implementation ]J 31 August 2020

Independent assessment of the ISMS or CSF

Develop and/or test your Cyber Security Incident

Response Plan % Ongoing
Cyber Security Risk Assessment and remediation = Annual Reporting
plan

Undertake any other work- e.g. risk treatment,
practical consultation to fix the gaps and preparation
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WE CAN HELP YOU TO:

e Review and update your ISMS, based on risk and risk appetite, so that your ISMS is bespoke and
fit for purpose yet in line with the CSP

¢ |dentify the gaps which may prevent you from providing a positive CSP attestation by 31 August

e Guide you on how to fix the gaps in the CSP’s 25 mandatory requirements

e Enable you to positively attest to the CSP by the deadline

e Prepare your Essential Eight maturity assessment

e Supplement internal audit capabilities in this area

e Conduct a technical assessment of your cybersecurity defences

e Conduct your ISMS independent internal audits per CSP requirements

e Develop and/or test your Cyber Security Incident Response Plan

e Develop and/or test your Business Continuity and ICT Recovery Plans

e Assist with cybersecurity education

FURTHER INFORMATION

Download our |CT Capability Statement, or contact:

Penny Corkill, Director Risk & Assurance on Penelope.corkill@centium.com.au or 0409 251 011

u
@ 13002378 100 centium.com.au @ Linkedin centlum-


https://centium.com.au/wp-content/uploads/2020/07/ICT-Capability-Statement-June-2020.pdf
mailto:Penelope.corkill@centium.com.au
http://www.centium.com.au/
https://www.linkedin.com/company/the-centium-group/

