Cyber Security, IT
& Business Continuity

Cyber Security - It's been widely reported recently that cyber incidents are costing Australian
businesses over $1bn per year. Malicious internet activity can critically impact business
operations and systems, with breaches of data and client confidentiality leading to potential legal
action and fines.

Business Continuity and Disaster Recovery - In the wake of a catastrophic two years of bush
fires, floods and COVID, organisations across Australia have been forced to update their
business continuity, disaster recovery and crisis management systems. A resilient business
should continuously improve and be able to readily detect and adapt to disruptions and keep
operating effectively, while looking after its people, assets and brand reputation.

Centium’s certified Cyber Security, IT & Business Continuity (CIB) team can assess your
organisation’s cyber security requirements and recommend and implement necessary technical
remediation action. We can also ensure your IT systems comply with relevant standards, thus
providing your customers with the confidence they require to transact with your business.

Centium’s cyber specialists and certified delivery partners can help you implement best practice
solutions, from highimpact risk assessments and audits, through to awareness training, tailored
scenario testing and full business continuity and disaster readiness services.

YOUR CHALLENGES OUR SOLUTIONS
o Effective information management and cyber e ISMS risk assessments & audits

security management systems (ISMS) e NSW Cyber Security Policy reviews, OLG Mandatory
e Security & confidentiality of information 25 Health Checks and Essential Eight assessments
o Compliance with regulations and standards o Ethical vulnerability assessments & penetration testing
e Security over credit card transactions e Payment Card Industry Data Security Standard (PCI

DSS) and APRA CPS 234 compliance audits
Creation/review of Business Continuity, Crisis
Management and Incident Response Plans

o Cyber security & business continuity staff training and
staff placements
Customised scenario testing

¢ Developing & maintaining fit for purpose business
resilience frameworks and plans

o Testing continuity and recovery readiness

e Sourcing and upskilling staff for cyber security,
business continuity & crisis management roles

WHY CENTIUM?

Centium is an agile consulting firm that specialises in minimising risk for small and medium organisations. We are
committed to helping our clients minimise business risks, strengthen internal controls and streamline business
processes to improve performance. We do this because we understand, through experience, the enormous benefits
that effective governance brings. Our team of ICT professionals include those who are certifiedISO 27001 Lead
Auditors, PCI DSS, ISO 9000 Lead Auditors and 1SO22301 Business Continuity Lead Implementers.
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RECENT CLIENTS
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CENTIUM’S CYBER SECURITY, IT & BUSINESS CONTINUITY (CIB) TEAM

Centium’s CIB team is led by a dedicated Director and comprises a diverse range of experienced professionals who
have been selected for their competence, professionalism, experience, flexibility and passion for client service. We
have also partnered with expert Business Continuity & Disaster Recovery specialists to increase our service capacity.
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RELATED SERVICES

Centium also delivers the following related risk management, assurance and ethical conduct services, which are
delivered by a much broader team of service delivery specialists, as per the Our People page at centium.com.au

RISK & ASSURANCE ETHICAL CONDUCT & INVESTIGATIONS

We undertake independent assessments of our client’s
governance, risk and compliance systems to improve
organisational operations and outcomes. We do this by
identifying and evaluating risks, controls, governance
processes and opportunities for improvement.

¢ Internal audit

¢ Risk management

e Acquittals & attestations

e Health, safety & environment

OUR ACCREDITATIONS

We undertake an extensive array of investigations,
preliminary assessments and fact findings into
allegations of workplace misconduct. We also provide
face-to-face and elearning training to increase
awareness and mitigate misconduct.

Investigations of workplace misconduct
Preliminary assessments & fact findings

Fraud & corruption health checks

Ethical conduct training

Prequalification Scheme: Performance and Management Services (SCM0005)
ICT Services (Advanced Supplier) (SCM0020)

Local Government Internal Audit and Management Consulting Services (LGP218)
Over 100 Council Code of Conduct Review and/or Investigations Panels
Registered Tax Agent
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CONTACT US TO FIND OUT MORE 1300 237 810
www.centium.com.au | info@centium.com.au



http://www.centium.com.au/
https://centium.com.au/our-people/

